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Abbreviations and Acronyms

ATM Automatic Teller Machine
BOQs Bill of Quantities
BOU Basic Operation Unit
BYOD Bring Your Device
CDs Compact Discs
CD-ROMS Read-only memory compact discs
CDRW Read/Write CD
DBA Database Administrator
DAS Direct Attached Storage
. DVDs Digital Video Discs
. FTP File Transfer Protocol
. GFS Grandfather-Father-Son
.IT Information Technology
. IT C Information and Communication Technology Centre
- IEEE Institute of Electrical and Electronics Engineers
. IS Information System
- ISO International Organization for Standardisation
. IP Internet Protocol
- IP Intellectual Property
. IPSec Internet Protocol Security
- LCD Liquid Crystal Display
- MIS Management Information System
. LAN Local Area Network
. NAS Network Attached Storage
. NFS Network File System
. OIC Officer in Charge of Campus
. PDAs Personal Digital Assistant
- PSTN Packet-Switched Telephone Network
-POC Point of Contact (30) SSH Secure Shell
. SANs Storage Area Networks
. SLA Service Level agreement
- SQL Structured Query Language
- Telnet A terminal emulation program for TCP/IP networks such as the internet
. TCP Transmission Control Protocol
- UPS Uninterrupted Power Supply
- UMIS University Management Information System
. VPN Virtual Private Networks
. WAN Wide Area Network
. Wi-Fi Wireless Fidelity
. WWW World wide web
. ZIP "Zip" is the generic file format of a compressed archive
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1. Introduction to the policy
1.1 Preamble

Information Technology has been globally recognised as an essential vehicle of "growth and
development" in the new millennium. Yenepoya (Deemed to be University) has taken up
Information Technology & Communication (IT) as the principal engine of rapid growth. The
IT departments committed to deploying IT services as an effective tool for catalysing
accelerated and efficient governance in university operation -

The University has invested in a strong IT base, which supports teaching, learning, research,
and management. The University recognises IT as a prime mover and driver in stimulating
creativity and innovation in the current highly technologically driven environment. The
strategic role of IT can, therefore, not be gainsaid. The performance and visibility of the
University are determined to a great extent by its IT function.

It is against this background that the University has taken the initiative of developing and
regularly reviewing a blueprint that will guide in the design, development, implementation,
and effective use of the IT services and resources.

1.2 Statement of purpose

The purpose of this IT policy is to outline the acceptable use guidelines for IT equipment and
services at the University. This policy intends to promote a culture of openness, trust, and
integrity. These are general guidelines on what can be done, and what should not be done, on
the University IT infrastructure to ensure efficient and effective use of University IT
resources; protect IT resources from injurious actions, including virus attacks, data loss,
unauthorised access, network, and system failures, and legal problems.

This policy seeks to guide designers, developers, and users of Information and IT resources
on appropriate standards to be adopted at the University. Its objectives include to:

e Guide in developing a pervasive, reliable and secure communications
infrastructure conforming to recognised International standards supporting all
services in line with the priorities of the University;

e Provide a framework for the development and management of IT network
services that shall ensure the availability, reliability, enhanced performance,
security, and reduce the cost of running the IT infrastructure;

e Establish information requirements and implement security across the
University's IT infrastructure;

e Provide a framework, including guidelines, principles, and procedures for the
development and implementation of management information systems in the
University;
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® Guide the handling of organisational information within the IT department and
the University as a whole by ensuring compliance with applicable statutes,
regulations, and mandates for the management of information resources; and
thereby establish prudent practices on the internet and the university intranet use;

e Uphold the integrity and image of the University through defined standards and
guidelines for ensuring that the content of the University's websites is accurate,
consistent and up-to-date;

® Serve as the direction pointer for the IT's mandate in supporting users,
empowering them towards making maximum use of IT services and resources
and specifying the necessary approaches;

® To guide the process of enhancing user utilisation of IT resources through
training;

® Outline the rules and guidelines that ensure users' PCs, and other hardware are in
serviceable order, specifying best practices and approaches for preventing failure;

1.3 Scope of the university IT policy

This policy applies to any person accessing/developing/implementing and/or using IT-based
Information and IT resources owned, managed, supported, or operated by, or on behalf of, the
University. This includes all university staff and students; any other organisations accessing
services over University IT resources; persons contracted to develop, repair, or maintain
University's IT resources; and suppliers of outsourced IT services. This policy applies to all IT
equipment, software, or other facilities that are owned or leased by the University.

Adherence to this policy applies to all these and other relevant parties.

2. Network development and management policy
2.1 Introduction

a. The information and communications infrastructure at the University have
evolved into a vast, complex network over which the education, research, and
business of the University is conducted. It is envisaged that the network will
integrate voice, data, and video, to form a unified information technology
resource for the university community. Such a network shall demand adherence to
a centralised, coordinated strategy for planning, implementation, operation, and
support. Decentralisation shall be implemented through appropriate university
structures.

b. The university network functions shall be broken down into the following areas:

® University Infrastructure development

§
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® University backbone

e Campus Local Area Networks (LANSs)

® Wireless networks

® Virtual Private Networks (VPN)

® Connection to, access and usage of IT facilities
® New or changed use of IT equipment

® Monitoring of network performance.

¢. This, therefore, shall require a policy that will secure the future reliability,
maintainability, and viability of this valuable asset.

2.2 Objectives

a. The objective of this policy is to establish a comprehensive and uniform Network
Development & Management policy for the administration of the University IT
infrastructure.

b. This policy defines the arrangements and responsibilities for the development,
installation, maintenance, and use and monitoring of the University's networks to
ensure that, these networks are adequate, reliable, and resilient to support
continued high levels of activity.

2.3 Scope

This policy applies to any person accessing or using the IT infrastructure owned,
managed, supported, or operated by, or on behalf of the University. These include all
university staff and students; any organisation accessing services over university IT
networks; persons contracted to repair or maintain the University's IT networks; and
suppliers of network services.

2.4 General network policy
2.4.1 The network

The University will develop and support a university-wide IT network as an underlying
infrastructure service for the facilitation of sharing electronic information and resources
by all members of the University. This includes all staff and students of the University,
and other persons engaged in legitimate university business as may be determined from
time to time.
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2.4.2 Universal availability

a. The university network will be designed and implemented in such a way as to
serve those located at the university campuses and, to a lesser extent, those
located elsewhere.

b. The ultimate goal is that every room in the University in which research,
teaching, learning, or administration functions take place should be connected.
And every member of the University should have the capability to access the
University IT infrastructure.

¢. The network will form part of the general fabric or infrastructure of the
University.

d. There will be one coherent network supporting access to all general information
services provided to the university members.

2.4.3 reliability

a. High levels of availability, reliability, and maintenance will be major objectives
in the construction and operation of the University IT network.

b. The design and construction of the university network will take into account

emerging technologies and standards wherever possible.

2.5 University IT infrastructure development

2.5.1 Development Plan

The IT will prepare a rolling five (5) year network development plan, advising on
appropriate developments aimed at ensuring the adequacy of the University's IT
infrastructure in the future. This plan will take account of the University's strategic plan;
usage and demand patterns; technological change; security; management, and cost
implications.

2.5.2 Implementation of new developments

a.

b.

Before the installation of the "live" situation, major network developments shall
be "soak-tested" an off-line simulation.

For up to two months after the live installation of the new development, the
network provider that it is to be replaced shall, wherever possible, remain in place
as a "fall-back" in the event of any subsequent failure of the new development
when it is subject to actual user demand.

2.5.3 IT network provision in new and refurbished buildings
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a. Network provision for new and refurbished buildings shall be made following the
specification published from time-to-time by the IT Department.

b. Where the network requirements are of specialised nature, the Head of the
Facility/Department concerned shall seek further guidance from the Deputy
Director IT.

c. All new buildings to be erected in the University shall incorporate an appropriate
structured cabling system to allow connection to the university network.

2.6 University backbone
2.6.1 Definition

The university network will consist of several parts: "Backbone" systems, a collection of
inter-building connections; "Campus LANs," wireless networks (Hotspots); Virtual Private
Networks (VPN), etc.

The university network backbone will comprise an inter-building cabling system, together
with one or more "Gateway" interfaces at each building or in the path to each building which
will connect the backbone to the network(s) within each building.

2.6.2 Structure of university backbone

a. The university network backbone shall connect, singly or severally, to buildings, not
to individual departments or units.

b. The planning, installation, maintenance, and support of the university network
backbone shall be under the control of the IT department.

c. Connection to the university network backbone shall be approved by the Deputy
Director, IT.

d. The IT Department shall adhere to and maintain copies of all relevant networking
standards, and keep abreast of national and international developments in these
standards.

e. The university network backbone at any particular point of time will be aimed at
facilitating the traffic flow between connected buildings or networks.

2.7 Campus LANs
2.7.1 Definition

The respective OICs will take responsibility for the Campus LANS, namely, the necessary
wiring and related equipment within existing buildings to allow connection to the LAN
gateways.

%
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2.7.2 Structure of campus LANs

a. Wherever feasible, the network(s) within each building shall be arranged so that there
is a point of connection to the university network backbone. In cases where it is not
possible to establish a single connection, multiple building gateways may be installed.

b. Network protocols used on building networks and communicating through the
gateway must use approved configuration parameters, including approved network
identifiers.

¢. Building networks connecting to the university network shall meet overall university
network security and management requirements.

d. In cases where there are constraints to connecting any building to the university
network, backbone, consultations and subsequent approvals by the Deputy Director,
IT shall be made to allow for alternative configurations.

2.8 Inter-campus connections

2.8.1 Definition

The inter-campus connections shall consist of the necessary services and related equipment
that allow a remote campus or remote university office to access the central university
backbone.

2.8.2 Structure of inter-campus connection

a. Wherever feasible, the network(s) within each remote site will be arranged so that
there will be one point of connection to the university network backbone. In cases
where it is not possible to establish a single connection, multiple inter-campus
connections may be established.

b. Network protocols used on Inter-campus connections must use approved
configuration parameters, including approved network identifiers.

¢. Inter-campus links connecting to the university network shall meet the university
network security and management requirements.

2.9 Wireless networks
2.9.1 Definition

Wireless LAN also is known as hotspot or Wi-Fi are networks rolled out using radio waves
to provide mobile network access as defined under IEEE 802.11 protocol.

e————————————————————————————
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2.9.2 Structure of wireless networks.

a.

Installation, configuration, maintenance, and operation of wireless networks serving
on any property owned or rented by the University, are the sole responsibility of the
IT department. Any independently installed wireless communications equipment is
prohibited.

Any request for the installation of a wireless device must be approved by Deputy
Director, IT.

Wireless access points shall terminate at a point of connection to the university
network backbone. In cases where it is not feasible to establish a single connection,
multiple wireless gateways may be installed limited to a maximum of three hops.

Wireless networks connecting to the university network shall meet overall university
network security and management requirements, including approved network
identifiers.

2.10 Virtual Private Networks (VPN)

2.10.1 Definition

Virtual Private Network (VPN) extends university networks across the internet enabling
users to send and receive data across shared or public networks as if they are directly
connected to the university network while ensuring security and applicable policies are
observed.

2.10.2 Structure of Virtual Private Networks

a.

Authorised users of University IT services shall be granted rights to use VPN
connections if they intend to gain access to the University IT intranet services through
public networks.

By using VPN technology, users are subject to the same rules and policies that apply
while on campus.

Users of this service are responsible for procurement and cost associated with
acquiring basic Internet connectivity, and any related products or services.

It is the responsibility of the user with VPN privileges to ensure that unauthorised
users are not allowed access to the university networks through their credentials.

All VPN services are to be used solely for the approved university business or
academic purpose.
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f.  All VPN service usage shall be logged and subject to auditing.

g. Network protocols used on VPNs and communicating through the gateway must use
approved configuration parameters, including approved network credentials.

2.11 Access to IT facilities
2.11.1 Server Rooms, network racks, and IT network equipment
a. All server rooms and network racks shall be locked at all times.

b. Entry to server rooms and network racks, and interference with IT network equipment
is strictly prohibited.

c. Other than in an emergency, access to server rooms and network racks and IT
network equipment shall be restricted to designated members of staff of the IT
department. Any necessary access must have the prior written consent of the Deputy
Director, IT.

2.11.2 Access in an emergency

a. In the event of a fire or other emergency, security staff and/or staff of the
maintenance department and/or the emergency services may enter these areas,
without permission, to deal with the incident.

b. Where IT network equipment is housed in rooms used for other purposes, the
arrangements for access by the other user of the room shall require the prior written
consent of the Deputy Director, IT. This consent shall specifically exclude access by
the other user to any communications cabinets or IT network equipment located in the
shared room.

2.11.3 Contractors

a. Contractors providing IT network services must obtain the prior approval of the
Deputy Director, IT and shall obtain the appropriate authorisation in compliance with
procedures and regulations of the university security system.

b. Contractors shall observe any specific access conditions which apply within the areas
in which they will be working. These access conditions include, in all cases, that
contractors working in main server rooms shall be accompanied by appropriate
University IT personnel.

2.11.4 Installation of cabling

All installations and changes of electrical power cabling in facilities housing IT equipment
shall be approved and managed by the maintenance department in consultation with the
Deputy Director, IT in writing.
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2.11.5 Installation of equipment

The specification of any equipment to be installed in communications rooms and cabinets
and the installation of such equipment shall require the prior written consent of the Deputy
Director, IT.

2.11.6 Network equipment

a.

Only designated members of the staff of IT are authorised to install and maintain
active network equipment, including hubs, switches, and routers connected to the
University's IT networks.

Where the Deputy Director of IT agrees that academic staff or the IT department's
technical staff may install and maintain hubs and switches within local staff or
student networks, such permission will in every case specifically exclude the point at
which these hubs and switches connect to the University's network infrastructure.

2.12 Connection to and usage of IT facilities

2.12.1 Connecting to the IT network

a.

All connections to the University's IT networks must conform to the protocols
defined by the IT Department and with the requirements that apply to Internet
Protocol (IP) addresses.

Only designated members of staff of the IT department, or other staff explicitly
authorised by the Deputy Director of IT, may make connections of desktop services
equipment to the IT network.

Computer workstations connected to the IT network will not be set up to offer
services to other users, for example, to act as servers, unless the prior written consent
of the Deputy Director IT has been obtained. Such consent will normally exclude all
external access

2.12.2 External access to servers on the backbone network

a.

External access means access by a person's external to the University; access to the
backbone network from external locations.

Where specific external access is required to servers on the backbone network, the
Deputy Director IT shall ensure that this access is strictly controlled and limited to
specific external locations or persons.

The Deputy Director IT will monitor compliance with access arrangements as
stipulated in this IT Policy and the relevant IT security policy on server security
issued by the University from time to time.
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2.12.3 Domain Name Services

All Domain Name Services (DNS) activities hosted within the University shall be managed
and monitored centrally, for the whole University, by the IT department.

2.12.4 Suspension and/or termination of access to IT networks
a. A user's access to the University's IT networks will be revoked automatically:
i. At the end of studies, employment or research contract;

ii. At the request of the Director/Dean of Faculty/Head of Resource Centre/Head
of Department or Head of Unit;

iii. Where there is a breach of these regulations

b. The University reserves the right to revoke a user's access to the University's IT
network where the user is suspended under a disciplinary investigation.

c. The Registrar / Deans will establish mechanisms to ensure that changes in
student/employment status are communicated immediately to the Deputy Director of
IT so that their network access and email accounts can be suspended or deleted as
appropriate immediately.

d. Abuses of or failure to comply with these arrangements shall result in immediate
restriction or disconnection from the network.

* Procedures on the restriction of use

a. Appropriate procedures shall apply in restricting usage after a formal complaint has
been lodged or a breach of policy or rule has been reported or detected.

b. Any breach of IT policy shall be reported or communicated in writing to the Deputy
Director, IT

c¢. Upon receipt of any such complaint, the Deputy Director, IT shall classify the
complaint as "serious" or "non-serious." A "non-serious" complaint shall be defined
as a breach of policy which does not subject the University to a cost nor any high risk.

d. When a complaint is classified as "non-serious," the Deputy Director, IT is authorised
to impose any one of the following penalties:

i. Suspension of the account for a minimum period of four weeks.

ii. Permanent disabling of the account.

%
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